Agenda Item 7
Finance and General Purposes Committee

Tracey Brown
Town Clerk and Responsible Financial Officer
Saltney Town Council

TOWN COUNCIL EMAIL ADDRESSES

1 Members will recall that the Clerk has presented this matter several times to
Councillors. It was resolved by this Committee on 5/10/21 that this matter be brought back
to this Committee following the Elections in May 2022.

2 The Clerk will report on the position to provide all 14 Councillors having a Saltney
Town Council email address, This was an action from the Data Protection Officer in line
with the Data Protection Act 2018.

3 It is strongly recommended that a professional approach to email addresses, with
uniformity that instils a certain level of trust in the source of the email. It also enables the
user to keep council emails separate from their own, which should keep things clearer.

4 One of the pitfalls in using personal emails is the lack of control over these emails, in
the event Councillor leaves the Council. The Council has no access to or means to store
any relevant data within these emails, losing important information that the Council could
benefit from in the future. There is also the added risk that the Council doesn’t know how
the data in those emails could be used by individuals upon leaving. The Council would have
a uniform email solution that would enable you to retain copies of emails and you can also
control access to the mailbox in the event that a Councillor does leave, so this minimises
the risk of any malicious activity within the account.

5 Putting aside the internal risk of using personal emails for a minute, members must
also be aware of the external risks of using free email services, such as Gmail and Hotmail.
This means that Council data is being stored on mail servers outside of your control,
anywhere in the world. You have no way of knowing where this data is stored, or where it's
transmitted. These emails are also not covered by your security policies, or Prism’s. Once
users have clicked to agree with the terms and conditions of Hotmail or Gmail etc., they are
agreeing to policies that may fall outside your own, for example these platforms generally,
allow for email content searches. These email accounts do not have advanced security
features and so there are many cracks that external entities can take advantage of and
wreak on these email systems, which can compromise not only the Councillor but also the
general public, that they are emailing.



6 Final point to have in mind is that if you were to have a freedom of information
request, then you are relying on the Councillor(s) compliance in handing over requested
information, but they are under no obligation to give you access to their personal emails
and therefore important data that may be relevant to the request.

7 Included would be the optional service of cloud data protection on this quote and
would strongly recommend implementing this, so that in the event of someone leaving or
suffering an accidental deletion, or virus attack, you are able to recover this data quickly
and seamlessly through us. This would be particularly helpful in the event of a freedom of
information request mentioned above.

RECOMMENDATION TO COUNCIL:

Members be asked to approve the quote from the Town Councils IT provider Prism
Solutions to enable them to provide mailboxes for all 14 councillors.



